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1.0 Content and Control

1.1  UPDATES TO ONBOARDING

g This Onboarding guide is published for the SIT testing A
phase of the MHHS Programme - this is subject to
update and change for future phases / enduring / BAU
_ and will be re-published in line with any updates. Y
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1.0 Content and Control

12 Key Terminology Explained

Azure DevOps
AKV Azure Key Vault
API Application Programmable Interface
ARO Appointed Responsible Officer
CER A .CER is an SSL Certificate File Format
CSR Certificate Signing Request

CSV Comma-Separated Values

Cl Component Integration Testing
DIP Data Integration Platform

DCP DIP Connection Provider

DNS Domain Name System

GS GlobalSign

MFA Multi-Factor Authentication
PFX Personal Information Exchange
SIT System Integration Testing
SRO Senior Responsible Officer
SSL Secure Socket Layer
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3.0 The DIP Onboarding Guide

3.1 Introduction

The E2E Onboarding process involves a fixed sequence of activities which must be followed accurately and in the correct order, to ensure successful
onboarding completion and therefore readiness to perform the DIP SIT/CIT.

This guide assumes you have already onboarded into the SIT environment and require a new certificate for use in the SIT-B environment.

Please note that all steps in this guide must be performed through the SIT Portal (certificate functionality is not available in the SIT-B
environment).

There are two scenarios described in this guide:
1. Create a new certificate for an existing domain, OR
2. Registering a new, alternate domain and creating a certificate for that new domain

If you require scenario 2, you must first inform the Service Desk (Support@Energydataintegrationplatform.co.uk).
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SECTION 1 — Generating a new certificate against an existing domain

Generating a new certificate € 8 ELEXON

Data Integration Portal

To create a new certificate, first log in as an MP Certificate Admin
user, navigate to the Certificates tab on the details view of the R SREAIC
Market Participant Organisation you wish to generate for, and click

the Create Certificate button.

MESSAGES PERFORMANCE

SecurityST

You can view your organisation details below. Please ensure that you keep this information accurate and up-to-date.

GD Request DIP Connection Provider Status

Company Number Role Codes DCP Statu

2242424 None Set Disabled

Descriptio

newone

Whitelisted Domains

sit.testmp.co.uk, live.co.uk

DIPIDs  Members Certificates

Currently Active Certificates © Create Certificate

You can view the status of your current active certificates below. Please ensure that you keep this information accurate and up-to-date.

Certificate Serial Numbe Status Created Date Expiry Date Created By

01A00DC65BAA2F2C3BF626B8DCOFFSCT ISSUED 2024-04-30 2025-06-01 userl0@sit.testmp.co.uk

Reissue ¥ Download € Revoke

", MHHS
PROGRAMME

W Industry-led, Elexon facilitated

7 Y
RN




SECTION 1 — Generating a new certificate against an existing domain

Enter new certificate details

In the Create Certificate dialog, please enter all the required
details for the new certificate, refer to the E2E Onboarding
Guide - Section 5 for detailed assistance if required.

Click Create Certificate.

The newly created certificate will now appear at the top of the
currently active certificates and can be downloaded for use
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Create Certificate

Host Name Domain Name

SIT-B company6.testmp.co.uk.

Certificate Purpose

mTLS & Signing

Subject Name

energydip-nonprod.128.company6.testmp.co.uk

CSR

-----BEGIN CERTIFICATE REQUEST-----
MIIFFjCCAV4CAQAWMEWMC4GAIUEAXMNZW5lcmd5ZGlwLWRIdi42NDcuY29tcGFueTEudGVzdG
1wLmNvLnVrMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEAWCYdBaPiLhVOqG+ESSdp4|
svbWisAAdMp2JIxLJ203IvX13mjzAkm70tRGJrRZe0YjuGIgMHAZhX3rQnng2mkOX2Erx1xAQTYVF
S4Y3p/TxGuSSRKPanexczRuLxHealVdTf3YefG5/ThxVIyBYTXERKIL66SFOOAOXHEZESEDKZKZ20y
lew98uyildiW/wjwkfsokinpj89JmsVY8CVR8f2pkODLBYxsPJZFvmKghlwruNKx8nrbJZG8FUFUEVe,
160toRTIF/AELhgxMokBKWYQF+9h07mZ TuSnkCr/cbLIWglcPaSFrilYjgyolnOsYuCwXgLzTCudRHIg
KOPbx9tAjuj6SospKo3DQIGpCFfSzbhQJRxiv8GYGfGgfobwyLvkg1Pvzq9BD1455t3QNJ2fRYICjUr!
2t3dDC1Ud6R8S5ySx40MRHXmwF1DWOfVjrgAqFZSOxybeH+QX+4TrlGgF1zcDSG4LIIvIWSDmSS
WSCEY6LU/LIaT Y]/ iBedamnsAeLEyfh20Sa/LOKKSIETSDIBAVICGYPpwrslZSnCatWl +Suztl
MIQRLLTGIkyzfTyQleHGyXk8Ub3KHcvTrKLTOv1gRWGWSmM/OF/eJEgcK4RzTZNDIPvwht/IEA

hPDzU9yXHeCSTU270b073XIhgi/WRATinJ6QUE CAWEAARCBNCBmMWYJKoZIhveNAQKQMYGNMI
GKMA4GA1UdDWEB/WQEAwIFoDAdBgNVHSUEFjAUBggrBgEFBQCDAQYIKWYBBQUHAWIWTEYDV

RORBECWRYINZWS5lcmd5ZGlwLWRIdi42NDcuY29tcGFueTEudGVzdGlwLmNvLnVrghpOZWFtLmN
vbXBhbnkxLnRIc3RtcC5jby51azAJBgNVHRMEAJAAMAOGCSqGSIb3DQEBCWUAA4ICAQAMTSIy9P!
+T7Tt/MzvNiOubZiZQ1CH3QCMpdwp7XPgEaXT2jemul9U9FjgDYBylxksCaKWEzzxLhgRhJW+R
ZQupMakBlgYUISAUZrc6ZrANImMIom78Zi2QxHy3+HP63U9IINBg4NWmMSpmz7zfSLoaA2L8jPfbM
wCQIfJSSkUS76NIq2v1q540EGXH]jn4rlRURJE4YS1LRs3X70r7iW1pq6U/621dQEUN/T4MTSZTsLiD|
YinK1sJog0xsAXn+emarVdJgkKRxCimgSurMDgENy +XsBXKLSsIeXkvwyLtVYhYled JWU/drsMuul

TiDP3XTYCAG/1ETLUY/2ga5LBIOd JaBMia2G54sfGaC Tsni2BetgpriiVRUEMIQAVH/MbsOjlhcQs
WetKgl7QyojW26KPIRAC2y 14EWHdUTHIqOHHOWLKON9Z90m36CKZXy1dBwXIbRRU4K7C8anBk

dZrObWUFhvUbBgdd7ifQKnFpHgkUAjXHCVFOgUFre8iBx+gmUQUCXp5bYbvRgHL3sv5nS51Ar9
mKTiloiXOJMQHKJ71A8w2rdqlucwXkIWXZjPfwIUDF4a7GM6emf85QfUOwWOHjvMYOAXVh/HKoi
TWLujoY/7UWiBXIZBINBUGLgmNx+JIcV35/UlIHM+5rXZtakyLVm3SWaQVIil9zGf16F TF L Lg==
-----END CERTIFICATE REQUEST-----

Create Certificate Cancel

.



https://www.mhhsprogramme.co.uk/uploads/55e19651-6031-4f0c-ad50-32b96de851bd/MHHS-DEL1951_End-to-End_DIP_Onboarding_and_Readiness_for_CIT.pdf
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Section 6 — Complete DIP Setup

Certificate Admin: Generate mTLS & Signing Cert within the DIP

Login to the DIP as Certificate Admin (1)
Select MP MENU (2) then ‘Certificates’ Tab (3)
1. Enter the required Host Name & Domain (4)
2. Select ‘Certificate Purpose’ to choose a “mTLS” (for DCPs),
“Signing” (for MPs) or “mTLS & Signing” certificates (both) (5)
3. SUBJECT NAME is pre-set — CLICK ‘COPY’ (6)

Ancther test company

Please ensure that the details h d d . vetting. process.
. Host Name. Domain
Enter both f|elds:—>[' \][ - ]@

overall this should

make up the — @
address you want

to receive @
messages on from

the DIP (e.g. sit-
dipwebhook.testmp.
co.uk) where

First part is Host
Name and second
is Domain Name.
Field can be left
blank if Signing

Cettificate
2% MHH.
PROC
W Industry-lec
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It is critical that a new CSR is generated using the details from the
previous step

Open the Certificate Creation Tool (e.g. Azure Key Vault)

Click (select) to generate a certificate (in AKV click Generate/Import)
Give the certificate a name (no spaces)

Choose ‘Certificate used by non-integrated CA’ from drop dow
Enter ‘cn=* then paste the SUBJECT NAME copied in STEP 1
IMPORTANT — click ‘DNS Names’ and complete the 2 entries
Click [Not configured’] next and ensure Key Size is 4096

obhowonN~

Home > edip-kv-ms-poc-uks-002

=) edip-kv-ms-poc-uks-002 | Certificates -

Key vault
£ Search « + G@a(e,ﬂmpon () Refresh 7T Restor

Name

/

Create a certificate

You must add DNS Name entries as
advised from 4 and 6

DNS Names X ®

Create a certificate

DNS Name <

0 energydip-nonprod.19.compa...

whs-SIT-241023-ST.company7....

= =

Advanced Policy Configuration x

Method of Certificate Creation | Generate

Certificate Name * ( [ webhook-dev

Type of Certificate Authority (CA) © Certificate issued by a non-integrated CA

Subject * [ cn=energydip-dev.543 |
DNS Names ) DNS name
Validity Period (in months) * 12 @

Content Type @ pres=12 O Pem

Lifetime Action Type £-mail all contacts at a given percentage lifetime

Percentage Lifetime *

Advanced Policy Configuration [ Not configure ]

Tags 0 tags

80

To complete the certificate creation
click ‘Create’ button
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SECTION 2 — Create a new certificate against a new domain

Create a new certificate against a new domain

To add a new domain, you must first let the Service Desk know your intent
and they will contact you once ready to proceed.

To add a new domain, once you’ve been informed by the Service
Desk, log in as an MP Certificate Admin user, navigate to the
Certificates tab on the details view of the Market Participant
Organisation you wish to add a new domain for.

You will see the Certificate Signing Request form loaded as the
Organisation already has a domain verified. To add a new one, click
back to step three on the stepper.
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GLOBALSIGN REGISTRATION API CREDENTIALS DOMAIN CREATION DOMAIN VERIFICATION CERTIFICATE CREATION

Certificate Signing Request Form

This form is used to submit your certificate signing request (csr) to be signed by the DIP certificate authority (Global Sign).

You will then be able to download the signed public key (cer) which you will then bind with private key you used to create your
csrand thus creating your mTLS certificate, active for use when integrating with the DIP.

Before making a signing request, please ensure you have completed the necessary GlobalSign onboarding and domain
verification process, more details can be found on the GlobalSign website.




SECTION 2 — Create a new certificate against a new domain

Adding a new domain

GLOBALSIGN REGISTRATION API CREDENTIALS DOMAIN CREATION DOMAIN VERIFICATION CERTIFICATE CREATION

It will show as already completed. Enter the new domain (remember
not to add https://) and click submit. GlobalSign omain Creation

Please enter Domain Name against which you wish to use in issuing certificates.

. . . . . . example-sit-b-domain.con{
Upon successful adding a new domain, click Next to go to the verification. | o
0 This step has already been completed.

Please refer to the E2E Onboarding guide — section 5 for more details.

Previous Next

® Domain created successfully. x

GLOBALSIGN REGISTRATION API CREDENTIALS DOMAIN CREATION DOMAIN VERIFICATION CERTIFICATE CREATION

GlobalSign Domain Creation

Please enter Domain Name against which you wish to use in issuing certificates.

0 This step has already been completed.

Previous Next o
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SECTION 2 — Create a new certificate against a new domain

Verifying a new domain

On the domain verification screen, select the newly added domain to
view the TXT record details, add these to your new domain. Please o o o
refer to the E2E onboarding guide — Section 5 for detailed steps to

DOMAIN VERIFICATION

CERTIFICATE CREATION

undertake this process

GlobalSign Domain Verification

Please select a previously created domain which you wish to have verified.

eeeee ple-sit-b-domain.com. h

The below TXT record must be added to your domains DNS so that it can be verfified by GlobalSign.

Name Value
@ globalsign-domain-verification=F4CA9052B35D34729DC6B72359D88CTA

Domain vertification attempt log

Status  Description ~ Timestamp Method

Please check this box to confirm you have added the above DNS record to your domain before attempting to vel

0 This step has already been completed.
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Previous

Next



SECTION 5 — Upload PFX file to the DIP and set Domain in DNS

Troubleshoot Domain adding and verification flowchart
The Certificate Admin will work with a DNS domain admin to complete the Domain verification by updating the domain DNS.

Follow steps 1-3 to enter the MPs Domain
Name being used for GlobalSign verification
into the GlobalSign Domain Creation field

DOMAIN, then click ‘SUBMIT" (4)

You should get a green tick and message
‘This step has already been completed’
Click NEXT Button (4)

,,,,,
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Once you have clicked next, you will be asked to
reselect the DOMAIN Name from the dropdown
and a TXT Record will appear (6)

NOTE that a " may appear after the Domain Name
— this is not an issue and you should proceed

GLOBALSIGN REGISTRATION APICREDENTIALS COMANCREATION DOMANVERIICATION CERTIFCATE CREATION

© deveneray:

DNS Admin should add the record details
into the DNS (6) with the values specified =

Certificate Admin can check

SUCCESS or FAIL of verification:

‘@’ and the txt into VALUE If Successful click ‘Next’

dataintegrationplatform.co.uk ¢

GlobalSign Domain Verification

»f.

Please take a note of the ‘Name’ = ‘@’ and
the VALUE is a ‘txt’, and pass both to DNS Admin
for insertion into the DNS BEFORE clicking (5).

P

V"““’

Certificate Admin, on confirmation DNS
Record has been added (can be up to
1Hr), will click the Check box (5) and
then click the SUBMIT button (7)

Domain Validation Successful
The DNS entry should not be
removed as it is used for renewals

GlobalSign Domain Verifi

( )

[E]

Domain Validation
Failed!

Return to Step e and repeat DNS
verification process



SECTION 2 — Create a new certificate against a new domain

Create a new certificate with the new domain

Certificate Signing Request Form

O nce the dom a i n iS S ucceSSfu I Iy Ve rified . This form is used to submit your certificate signing request (csr) to be signed by the DIP certificate authority (Global Sign).

You will then be able to download the signed public key (cer) which you will then bind with private key you used to create your
csr and thus creating your mTLS certificate, active for use when integrating with the DIP.

Before making a signing request, please ensure you have completed the necessary GlobalSign onboarding and domain

Please enter all the required details for the new certificate, verifcation process, more detals can be found o the GlobalSign website.

refer to the E2E Onboarding Guide - Section 5 for detailed RS e e e e e e e e
assistance if required.

Click Create Certificate.

The newly created certificate will now appear at the top of -

the currently active certificates and can be downloaded for

use.

SIT-B . companyé.testmp.co.uk.

----- BEGIN CERTIFICATE REQUEST-----
MIIFFjCCAVACAQAWM]EwWMCAGALUEAXMNZWSlcmd5ZGIwLWRIdi42NDcuY29tcGFueTEudGVzdG
1wLmNvLAVFMIICIANBgkghkiGIwWOBAQEFAAOCAZSAMIICCEKCAREAWCYdBaPiLhVOqG+ESSdp4
svbWisAAdMp2JixLJ203IvX13mjzAkm70tRGIrRZe0YjuGlgMHAZhX3rQnng2mkOX2Erx LxAQTYVF
S4Y3p/TxGuS8RK PanexczRuLxHealVdTf3YefGS/ ThxVoyBYTX6Rki 166 SFooAOXHEZESEDKzKz20y
Iew9Buydi V) WiWkISIKInpiad JmsVYaCVRET pkiOLEVxs BIZETmKgRlvire UEVe]
[E6toR F;‘n‘Elhqxh(okBK\W?)F*lBhUTmZTuSnkCr,“chqul:PaSFrlIYngDlnOsYqu;X_E_-zTCudQ.-IS
KOPbxStAj U] 650spKo3 DG HC FIS2BhQ TRVEGTGIGgfobwyLvkg L Pvzq9BD 14556 3QN J2RYIC{Ur
2t3dDC1UdERESS5y Sx40MRHXmwWF 1DWIfVirgAQFZSO0xybeH+QX+4TrlGgF7zcDSg4LiJvIWsDmS5
wSCGY6Lu4/1IflaTrViU/iBeJgmnSAeLFyfh2xXSa/LOKKSjeTstD. bdViGE ‘/FjpwrleSnCﬂé\“L-SuZ-
AL afTig oG aUE e TR g R OE & £ RART DB NEK
DzU9yX G‘(‘f ’ﬂ{f Tob0

S T Re WO Tin 1600 ECAWEAASC BCBmUIRo 2 VN KOKS RENRY
e e R DR Sl e SIS E I el
ﬁO?@E:wRl‘ln?W;Icr?'dSZGl\\'L\'A‘RIdMZ,‘.DchZD:cGFueTEudGVchl\\'_r',',Nan'\’rghpDZ\'-'FthN
vbXBhbnkxLnRIc3RtcC5jby5LazA IBgNVHRMEAJAAMAOGC SqGSIb3DQEBCWUAA4ICAQAMTSIYSP)
+T7Tt/MzvNiOubZiZQ1CH3QCMpdwp7XPgEaXT2jemul9U9FjgDYBy IxksCakWEzzxLhqRhJW+R
ZOUPMakBIgYUISAUZrc6ZrANImIom78Zi2QxHy3+HP63US INBg4NWmSpmzTzfSLoaA2LsjPfbl
i RS TN TG A G R R4 RORIEZVS1LRs 3X TorTiW 1 pg6U/621dOEUN/ TAMTSZ Ts LiD)|
anv(lSJqustXmemchqukKRijm';;Su)-DqENyJ*»XsBXk.SsISXk\ﬂmmdjmm
TP HTVCEGTE T LU 235l B IBd faBMI g3 CoasfEaCTsnil 28t qpiVROEmIBAVR MBS Ojthicds ™
WK TGy o WK R Sy THEWHAUTAT g S HHoW L RGnS Z80m 36 CRENG 18WXIbRRU4KTC8anBK
dZrObWUFhvUbBgdd7ifQKnFpHGKUAXHCVFORUFreSiBx+gmUQUCXpSbYbvRGHL3svSNSSIAMS
mKTiloiXOJMQHKJI71A8w2rdqlucwXkIWXZ|PfwlUDF4a7GMEemf85QfUOWOHjvMYOAXVh/HKoiv o
TWLLIOY TUMEXZBTNBUaLami: V35 UM SOzt ahym3SWaOVIIGZCHGETEL L")
T END CERTIFIEATE REQUEST = Y
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SIT B Re-Certification Guide

Thank you
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