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1.0 Content and Control

1.1 UPDATES TO ONBOARDING

This Onboarding guide is published for the SIT testing 
phase of the MHHS Programme - this is subject to 

update and change for future phases / enduring / BAU 
and will be re-published in line with any updates.

Author Version Change Detail

07/05/2024 Edward Bowyer V1.0 Created document



1.0 Content and Control

1.2 Key Terminology Explained Term Description
ADO Azure DevOps

AKV Azure Key Vault

API Application Programmable Interface

ARO Appointed Responsible Officer

CER A .CER is an SSL Certificate File Format

CSR Certificate Signing Request

CSV Comma-Separated Values

CI Component Integration Testing

DIP Data Integration Platform

DCP DIP Connection Provider

DNS Domain Name System

GS GlobalSign

MFA Multi-Factor Authentication

PFX Personal Information Exchange

SIT System Integration Testing

SRO Senior Responsible Officer

SSL Secure Socket Layer

SSL OV SSL Organisation Validation



3.0 The DIP Onboarding Guide
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3.1 Introduction
The E2E Onboarding process involves a fixed sequence of activities which must be followed accurately and in the correct order, to ensure successful 
onboarding completion and therefore readiness to perform the DIP SIT/CIT.

This guide assumes you have already onboarded into the SIT environment and require a new certificate for use in the SIT-B environment.

Please note that all steps in this guide must be performed through the SIT Portal (certificate functionality is not available in the SIT-B 
environment).

There are two scenarios described in this guide:
1. Create a new certificate for an existing domain, OR
2. Registering a new, alternate domain and creating a certificate for that new domain

If you require scenario 2, you must first inform the Service Desk (Support@Energydataintegrationplatform.co.uk).



Section 1 –
Create a new certificate against 
an existing domain
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SECTION 1 – Generating a new certificate against an existing domain

To create a new certificate, first log in as an MP Certificate Admin 
user, navigate to the Certificates tab on the details view of the 
Market Participant Organisation you wish to generate for, and click 
the Create Certificate button.
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Generating a new certificate



SECTION 1 – Generating a new certificate against an existing domain

In the Create Certificate dialog, please enter all the required 
details for the new certificate, refer to the E2E Onboarding 
Guide - Section 5 for detailed assistance if required. 

Click Create Certificate.

 The newly created certificate will now appear at the top of the 
currently active certificates and can be downloaded for use
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Enter new certificate details

https://www.mhhsprogramme.co.uk/uploads/55e19651-6031-4f0c-ad50-32b96de851bd/MHHS-DEL1951_End-to-End_DIP_Onboarding_and_Readiness_for_CIT.pdf
https://www.mhhsprogramme.co.uk/uploads/55e19651-6031-4f0c-ad50-32b96de851bd/MHHS-DEL1951_End-to-End_DIP_Onboarding_and_Readiness_for_CIT.pdf


Login to the DIP as Certificate Admin (1)
Select MP MENU (2) then ‘Certificates’ Tab (3)

1. Enter the required Host Name & Domain (4)
2. Select ‘Certificate Purpose’ to choose a “mTLS” (for DCPs), 

“Signing” (for MPs) or “mTLS & Signing” certificates (both) (5)
3. SUBJECT NAME is pre-set – CLICK ‘COPY’ (6)

Section 6 – Complete DIP Setup

Certificate Admin: Generate mTLS & Signing Cert within the DIP

It is critical that a new CSR is generated using the details from the 
previous step

Open the Certificate Creation Tool (e.g. Azure Key Vault)
1. Click (select) to generate a certificate (in AKV click Generate/Import)
2. Give the certificate a name (no spaces)
3. Choose ‘Certificate used by non-integrated CA’ from drop down
4. Enter ‘cn=‘ then paste the SUBJECT NAME copied in STEP 1  
5. IMPORTANT – click ‘DNS Names’ and complete the 2 entries
6. Click ‘Not configured’ next and ensure Key Size is 4096

Enter both fields:
overall this should 
make up the 
address you want 
to receive 
messages on from 
the DIP (e.g. sit-
dipwebhook.testmp.
co.uk)  where
First part is Host 
Name and second 
is Domain Name. 
Field can be left  
blank if Signing 
Certificate 

To complete the certificate creation 
click ‘Create’ button

You must add DNS Name entries as 
advised from 4 and 6



Section 2 –
Create a new certificate against a 
new domain
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SECTION 2 – Create a new certificate against a new domain

Create a new certificate against a new domain

To add a new domain, you must first let the Service Desk know your intent 
and they will contact you once ready to proceed.

To add a new domain, once you’ve been informed by the Service 
Desk, log in as an MP Certificate Admin user, navigate to the 
Certificates tab on the details view of the Market Participant 
Organisation you wish to add a new domain for.

You will see the Certificate Signing Request form loaded as the 
Organisation already has a domain verified. To add a new one, click 
back to step three on the stepper.

 



SECTION 2 – Create a new certificate against a new domain

Adding a new domain

It will show as already completed. Enter the new domain (remember 
not to add https://) and click submit. 

Upon successful adding a new domain, click Next to go to the verification.

 Please refer to the E2E Onboarding guide – section 5 for more details.



SECTION 2 – Create a new certificate against a new domain

Verifying a new domain

On the domain verification screen, select the newly added domain to 
view the TXT record details, add these to your new domain. Please 
refer to the E2E onboarding guide – Section 5 for detailed steps to 
undertake this process

. 



SECTION 5 – Upload PFX file to the DIP and set Domain in DNS

Troubleshoot Domain adding and verification flowchart 
The Certificate Admin will work with a DNS domain admin to complete the Domain verification by updating the domain DNS.

DNS Admin should add the record details 
into the DNS (6) with the values specified =

 ‘@’ and the txt into VALUE

Certificate Admin can check  
SUCCESS or FAIL of verification:

If Successful click ‘Next’

Follow steps 1-3 to enter the MPs Domain 
Name being used for GlobalSign verification 

into the GlobalSign Domain Creation field 
DOMAIN, then click ‘SUBMIT’ (4)’

Certificate Admin, on confirmation DNS 
Record has been added (can be up to 
1Hr), will click the Check box (5) and 

then click the SUBMIT button (7)

Domain Validation Successful
The DNS entry should not be 

removed as it is used for renewals

Domain Validation 
Failed!

Return to Step         and repeat DNS 
verification process

Please take a note of the ‘Name’ = ‘@’ and 
the VALUE is a ‘txt’, and pass both to DNS Admin 

for insertion into the DNS BEFORE clicking (5).

You should get a green tick and message
 ‘This step has already been completed’

Click NEXT Button (4)’

Once you have clicked next, you will be asked to 
reselect the DOMAIN Name from the dropdown 

and a TXT Record will appear (6)
NOTE that a ‘.’ may appear after the Domain Name 

– this is not an issue and you should proceed



SECTION 2 – Create a new certificate against a new domain

Create a new certificate with the new domain

Once the domain is successfully verified. 

Please enter all the required details for the new certificate, 
refer to the E2E Onboarding Guide - Section 5 for detailed 
assistance if required. 
Click Create Certificate.
 The newly created certificate will now appear at the top of 
the currently active certificates and can be downloaded for 
use.



SIT B  Re-Certification Guide

Thank you

15


